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Event Date & Start Time: September 12, 14:00 GMT-3

Room: TBC

Event Overview

The hands-on Cyber42 Leadership simulation will be focused on operational and
transformational cybersecurity challenges. Participants will work in pre-assigned teams to
solve real-world cyber scenarios in a competitive, gamified environment. Cyber42
simulates realistic cyber incidents and provides participants with opportunities to practice
decision-making, collaboration, and crisis managementin a controlled environment. The
exercise will be tailored based on key cybersecurity concerns in Latin America and Brazil.

@® Team Format: Teams of 4-5 participants
® Duration: 4 hours

® Game Platform: Cyber42 at ranges.io

Agenda

Time Activity
(GMT-3)

14:00-14:10 Opening Remarks

14:10-14:15 Cyber42 Overview & Logistics (Brief walkthrough of objectives,
flow)

14:15-14:30 Game Walkthrough (Setup, platform tour, team credentials)

14:30-16:00 Cyber42 Partl- Operational Scenario (Security Operations
Management, Security Controls, Vulnerability Management)

16:00-16:15 Break (15 minutes)

16:15-17:45 Cyber42 Part Il - Transformational Scenario (Strategy, Team
Leadership, Communications, Policy, C-Suite engagement)
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17:45-18:00 Winning Team Recognition & Wrap-up
Feedback Survey & Closing Comments

Participant Requirements

System Requirements

To fully participate, you must bring a properly configured device:
@® Laptop or mobile device

Wireless internet capability

Unrestricted access to ranges.io

No sensitive data on device—backup before arrival

Corporate laptops must be capable of bypassing egress restrictions.

If unsure about setup, please contact SANS Support.
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